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Abstract—The rapid improvement in the global connectivity
standards has escalated the level of trade taking place among
different parties. Advanced communication standards are al-
lowing the trade of all types of commodities and services.
Furthermore, the goods and services developed in a particular
region are transcending boundaries to enter into foreign markets.
Supply chains play an essential role in the trade of these goods.
To be able to realize a connected world with no boundary
restrictions in terms of goods and services, it is imperative
to keep the associated supply chains transparent, secure, and
trustworthy. Therefore, some fundamental changes in the current
supply chain architecture are essential to achieve a secure trade
environment. This paper discusses the supply chain’s security-
critical application areas and presents a detailed survey of the
security issues in the existing supply chain architecture. Various
emerging technologies such as blockchain, machine learning
(ML), and physically unclonable functions (PUFs) as solutions
to the vulnerabilities in the existing infrastructure of the supply
chain have also been discussed. Recent studies reviewed in this
work reveal a growing sentiment in the industry towards new
and emerging technologies such as IoT, blockchain, and machine
learning. While many organizations have already adopted IoT
applications and AI systems in their businesses, widespread
adoption of blockchain remains distant. It has also been found
that over the past decade, PUF-based authentication systems have
gained much ground. However, a proper reference model for their
implementation in complex supply chains is still missing.

Index Terms—Supply chain, supply chain security, counterfeit,
cybersecurity, blockchain, cloud computing, machine learning,
artificial intelligence, PUFs.

I. INTRODUCTION

The definition of a supply chain goes well beyond the
flow of materials alone. It includes the flow of information,
services, and finances. Even if one considers a single-factory at
a single-location operating with just a few suppliers, the supply
chain process is a complicated operation that requires effective
communication and a supportive organizational culture. The
supply chain forms the backbone of the current consumer-
first world. Every commodity in the market moves through
a sequence of stakeholders who engage in a sophisticated
manner to deliver the final product. Modern-day supply chains
span across multiple geographical boundaries in different
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socio-economic dimensions, each requiring its specific set of
checks and balances to ensure smooth functioning of the chain.
Furthermore, with the introduction of technologies such as the
Internet of Things (IoT) and 5G, the efficacy and utility of
supply chain management have improved significantly.

The supply chain is necessary for almost all domains,
including the pharmaceutical industry, the agricultural prod-
ucts industry, the gem industry, and the electrical appliance
industry. It is, therefore, essential to keep the supply chain
functioning uninterruptedly through various security checks.
However, the exponentially growing variables in the existing
system have made this process highly complicated. Owing to
certain inefficiencies in the current supply chain ecosystem,
the quality of products often gets substantially degraded before
reaching the end-users. Additionally, the prevailing shortcom-
ings in supply chain security have augmented the issue of
counterfeit and pirated goods. This leads to a monetary loss
for the consumers as well as a loss of reputation for the
manufacturers. The complicated nature of the supply chain
makes it challenging to track and retrace every step in the
chain. Several perpetrators take advantage of this vulnerability
and engage in different kinds of malicious activities like piracy
for their financial benefits.

A. Motivation

Trade of counterfeit and pirated products has gradually
increased in the past few years, presenting a major challenge
to the innovation-driven global economy. Despite the stagnant
overall trade volumes, the trade of counterfeit/pirated products
has surged from 2.5% of the worldwide trade in 2013 to 3.3%
in 2016, as per a report published by the Organisation for
Economic Co-operation and Development (OECD) and the
European Union (EU) in 2019 [1]. During the same period,
the global value of counterfeit goods has also increased from
461 billion US dollars to 509 billion US dollars. For the
European Union, the import of counterfeit goods with respect
to the total imports from non-EU nations increased from 5%
in 2013 to 6.8% in 2016. United States (24%), France (17%),
Italy (15%), Switzerland (11%), and Germany (9%) (as %
of total trade in the country) were few of the most affected
countries due to counterfeiting in 2016. An increasing number
of industries in Hong-Kong, Singapore, and other emerging
economies like Brazil, China, and India are also becoming
prone to counterfeiting [1].

Besides counterfeiting and other types of physical threats
that have been major concerns for the supply chain managers
for decades, managers of modern supply chains also encounter
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Top 10 sectors hit by counterfeit and pirated goods
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Fig. 1: An outlook on the type and source of Counterfeit Goods (Data source: OECP and EUIPO - 2019).

an increasing number of challenges associated with informa-
tion security. The increase in such challenges is attributed
to the evolution of the internet infrastructure, to the point
where well-operated, effective supply chains rely on a variety
of interdependent software and hardware; that collect and
transmit critical data on shipments, inventory, and equipment
state, among other aspects. This heavy reliance on technology
provides malicious parties with new ways to disrupt supply
chains and obtain confidential data or, in some cases, money
[2].

Over the past decade, various attempts have been made in
both industry and academia to enhance the level of trans-
parency and security in the supply chains. To minimize manual
intervention and reduce the risk of corruption, most of the pa-
perwork today is being digitized, while various other processes
are being automated through the use of diverse technologies.
Although such attempts have made a significant contribution
to this field, a more robust security framework is required to
secure the end-to-end flow of products in the supply chain for
an exponentially growing market [3]. To this end, it is essential
to incorporate the latest technological advances. In this survey,
we provide a comprehensive review of the security issues in
the current supply chain architecture and the improvements
required to overcome them. Furthermore, the use of various
technologies, including blockchain, machine learning (ML),
and PUFs, has been examined as a means to secure the supply

chain processes.

B. Organization

The rest of the work is organized as follows: Section
II discusses the literature in the domain of supply chain
security and highlights our contribution to the same. Section
III addresses different sources of threats and existing security
challenges at different levels of the supply chain. Section IV
addresses the security-critical application areas of the supply
chain, while Section V lays down the improvements required
in the traditional supply chain architecture to establish a more
secure and efficient supply chain. Sections VI, VII, VIII & IX
review the three leading solutions to supply chain security,
namely, blockchain, machine learning, and PUFs. Section
X discusses the issues, challenges, and the future scope of
research in the direction of supply chain security, while Section
XI concludes the paper. All the acronyms used in this paper
are listed in table II.

C. Our Contributions

The main contributions of this work are enumerated below:
1. The security threats faced by a majority of traditional

supply chains have been thoroughly reviewed, with the
flow of a traditional supply chain given in figure 2.
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2. Security & privacy issues associated with diverse areas
of supply chain management have been categorized for
the reader’s ease of understanding.

3. Detailed recommendations have been provided for im-
proving the supply chain infrastructure and facilitating
secure communication among different participants of the
supply chain.

4. Three technologies - blockchain, machine learning, and
PUFs, have been identified as a means to resolve the
security risks and other issues prevalent in traditional
supply chains.

5. The future scope of research for developing secure supply
chain applications has also been discussed for the benefit
of future researchers.

II. RELATED WORKS

Supply chain security has become a subject of massive
interest in both academia and industry. Several recent studies
discuss the importance of security in supply chains and the
measures required to achieve that. In [4], Guanyi Lu et al.
have classified the supply chain security practices into four cat-
egories: mitigation, prevention, response, and detection. The
authors have relied upon multiple indicators to operationalize
each practice. Responses from 462 firms operating in Italy and
the United States were also assessed to measure the relative
efficiency of each practice. The authors of [5] present a threat-
modeling framework specific to the software supply chain.
The authors identified countermeasure identification, threat
modeling, and target system identification as the three main
issues in the software supply chain.

Krishnendu Chakrabarty et al. [6] specifically discussed the
security in the Digital Microfluidic Biochips (DMFBs) supply
chains. The study’s primary objective was to examine ways
to prevent attackers from exploiting the supply chain vul-
nerabilities and pirating DMFBs’ proprietary protocols. Such
exploitation could have severe implications for biotechnology
innovation, healthcare, and laboratory analysis. The authors
of [7] explored the use of microscopic dielets embedded in
the electronic components to address the issue of counterfeit

electronic devices. According to the authors, the components’
movements can be monitored via dielets (near-field RFID
chips) embedded in the packaging of the electronic compo-
nents.

In [8], Jun Huang et al. proposed a double-track approach to
clone detection for RFID-enabled supply chains. They utilized
the difference in the verification sequences of the RFID tags to
distinguish the cloned tags from the genuine ones. The authors
of [9] examined the existing security concerns in the trade
of electronic devices arising due to the fragmentation of the
system-on-chip supply chain. This study puts forth the use of
unique chip IDs as a solution that allows all the stakeholders in
the supply chain to authenticate, track, provision, and analyze
all the products during the entire life cycle of the chip. The
authors of [10] and [11] have proposed a wrapper that is
dynamically obfuscated on the chip to protect the supply
chains against various types of piracy attacks.

Alireza Esfahani et al. [12] have presented a security
mechanism based on web authentication to prevent man-in-
the-middle attacks in industry 4.0 Supply Chain. A Transport
Layer Security (TLS) protocol has been adopted for secure
internet communications between a user’s web browser and a
remote server. The authors of [13] have put forth the concept
of “Supply Chain of Things (SCoT)” to connect different
layers and entities involved in the supply chain, as is done
in the Internet of Things (IoT). The model proposed in this
work is expected to have a considerable impact on smart
transportation, efficient integration, end-to-end traceability,
and intelligent decision making.

In recent years, blockchain has been identified as a ground-
breaking technology for use in various domains, such as
industry 4.0 [14], UAVs [15], vehicle-to-grid networks [16],
intelligent transportation systems [17]–[20], mobile ad-hoc
networks [21], energy management [22], smart grids [23], and
cellular network management [24], [25], to name a few. It is
also being viewed as a solution to most of the security issues
associated with supply chains. Various works such as [26],
[27], and [28] focus on the use of blockchain to secure the
supply chain and to track the movements of the items in an
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TABLE I: Literature in the direction of supply chain security.

Year Author Research Topic
2015 J. Huang et al. DTD: A Novel Double-Track Approach to Clone Detection for RFID-Enabled Supply Chains
2016 P. Ralston et al. Defeating counterfeiters with microscopic dielets embedded in electronic components
2016 J. P. Skudlarek et al. A Platform Solution for Secure Supply-Chain and Chip Life-Cycle Management
2017 G. Lu et al. A Classification of Practices and an Empirical Study of Differential Effects and Complementarity
2017 B. Al Sabbagh et al. A Socio-technical Framework for Threat Modeling a Software Supply Chain
2017 S. S. Ali et al. Supply-Chain Security of Digital Microfluidic Biochips
2017 X. Wang et al. Secure Scan and Test Using Obfuscation Throughout Supply Chain
2018 D. Zhang et al. An On-Chip Dynamically Obfuscated Wrapper for Protecting Supply Chain Against IP and IC Piracies
2019 K. Salah et al. Blockchain-Based Soybean Traceability in Agricultural Supply Chain
2019 N. Kshetri et al. Blockchain Adoption in Supply Chain Networks in Asia
2019 Q. Lin et al. Food Safety Traceability System Based on Blockchain and EPCIS
2019 A. Esfahani et al. An Efficient Web Authentication Mechanism Preventing Man-In-The-Middle Attacks in Supply Chain
2019 C.K. Wu et al. Supply Chain of Things: A Connected Solution to Enhance Supply Chain Productivity

immutable distributed ledger. Table I has been compiled to list
major works on the subject matter, i.e., the safety and security
of the supply chain.

Despite the abundance of research on supply chain security,
a detailed survey on all the existing and upcoming challenges
in the supply chain application is much needed. This paper is
written to help the user in obtaining a well-reasoned design
for cutting-edge methods available for supply chain security.

III. SECURITY VULNERABILITIES IN MODERN SUPPLY
CHAINS

Owing to the participation of several individuals, organiza-
tions, lawmakers, and potentially even nations, supply chain
networks are overly complicated. Supply chains face various
issues in terms of a) generating trust among the various parties
involved, b) cyber-attacks, c) cargo theft, d) counterfeiting and
many more [29]. Among stolen goods, food and beverages
are the most common items; however, pharmaceuticals and
electronics are the most expensive. The level of security
threats that a supply chain faces is directly proportional to
the complexity of that particular supply chain [30], i.e., an
increase in the complexity of the supply chain increases the
susceptibility of the supply chain to various kinds of security
threats. These threats can affect vulnerabilities in many areas
of supply chain operations [31]:

1) Tampering and fraudulent substitution of goods can re-
duce their utility and render them unsatisfactory for the
end-user.

2) All the entities in the supply chain, especially the third-
party service providers, might not have the same security
standards.

3) In today’s scenario, IT systems drive large parts of the
supply chain; therefore, cybersecurity is one of the most
critical issues. Heavy dependence on an interconnected
IT system exposes the chain to the single point of failure
issue. Access to just one of the systems can lead to access
to other secure parts.

A. Counterfeiting

As discussed in Section I-A, counterfeiting has proved to
be one of the biggest concerns for all supply chain managers

across the world. Counterfeiting not only impacts the sales and
profits of the affected businesses, but it is also detrimental
to the economy as a whole. The broader implications of
piracy include an adverse impact on public health, safety,
and security [32]. In recent times, an increasing number of
industries have fallen prey to counterfeiting. Counterfeit prod-
ucts are particularly common among consumer goods, such
as footwear, toys, perfumes, cosmetics, phones, watches, and
batteries (refer to fig. 1). According to Forbes, counterfeiting
was the most significant criminal enterprise in 2018 [33].
Among other risks, counterfeiting of goods like food products,
beverages, pharmaceuticals, and medical equipment, can pose
serious health and safety risks. The only way to limit piracy
is to maintain control over the entire global supply chain and
enforce discipline in the verification and monitoring of all the
supply chain partners and products [34].

B. Cybersecurity Threats
Security issues can arise in all phases of a specific supply

chain. The security measure of the overall supply chain can
be characterized by its weakest link. A determined assailant
will target this weakest link to gain unauthorized access to not
only that link but also the other parts of the chain. Therefore,
a high level of security is required in all parts of the supply
chain, be it software or hardware, especially since it is not
possible to predict the directions of the risk [35]. However,
since the software component of the chain is more vulnerable
to attacks from a remote location, special care is needed to
ensure its security.

Cybersecurity, with respect to supply chain security, refers
to the act of securing that part of the chain that deals with
information technology (IT) systems, networks, and software.
Cybersecurity is essential to prevent confidential data from
being stolen, and to ensure that any type of malware, spyware
does not harm the system and, by extension, the entire chain
[35]. Supply chains can face various kinds of cybersecurity
threats; however, they are primarily centered around three main
areas:

1) Intellectual Property: Many supply chains rely on keeping
knowledge about their products within the chain itself. A
deliberate leak of confidential information can threaten
the viability of businesses throughout the chain.
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2) Sensitive Data: To ensure the proper functioning of the
supply chains, a systematic system that facilitates data-
sharing among each link in the chain is required. How-
ever, such systems should ensure that the sensitive data
being shared, such as consumer’s credit card details, is
not exposed.

3) Cloud Technology: Cloud-based data sharing has made
data-sharing more rapid and prolific. However, sharing
of data using cloud technology compromises the supply
chain’s privacy and makes it vulnerable to several types
of malicious attacks [36].

C. Third Party Vendor Security Risks

Almost all the organizations around the globe depend on one
or more third-party vendors to successfully actualize their busi-
ness strategies. In most cases, such parties have access to the
company’s private data, internal information, and technology
systems. However, these parties are not subject to the supply
chain’s internal risk management process, which generates a
cyber risk for unauthorized intrusions. Furthermore, third-party
vendors often have inadequate cyber protection techniques
against illegal access, which is the primary reason for third
party data breaches. In a survey carried out by the Ponemon
Institute, 50% of the respondents perceived third-party access
as the fundamental reason behind the increasing number of
cyber-attacks [37]. A Cyber Risk Report published by the
same institute in 2018 lists third party vendor abuse as the
second-biggest security threat to the supply chain [38].

One example of third party vendor misuse is the Target
Breach of 2014, where the attackers used malware to steal
credentials from one of Target’s less secure HVAC vendors,
and consequently, the attackers gained access to Target’s
vendor-dedicated web services [39]. These kinds of attacks
have also taken place in various other organizations. For
example, JP Morgan fell victim to a data breach following an
initial assault on an online platform operated by a third-party
website provider. Besides, there are several instances where the
company’s data was leaked even after the company’s relation-
ship with the vendor had terminated. Even though companies
follow through with various systems and procedures when an
employee is terminated, the same stringent procedures are not
followed in case of third-party vendors to prevent the loss of
business.

Unfortunately, even with dynamic security controls in place
to continuously monitor for threats, the vast majority of
organizations struggle with supply chain risk management and
remain vulnerable to third-party hacks and breaches [40]. In
a 2018 survey, 59% of the companies in the USA and the
UK, acknowledged that they endured a data breach via a third
party; still, only 35% of them assessed their third-party risk
management (TPRM) program to be adept [37]. To this end,
there is a need for stringent procedures to minimize security
risks arising from the association with third-party vendors.
These procedures can be made clear to the vendors before
the start of business, and access to private information should
be granted to the vendors only after these procedures are put
in place.

TABLE II: List of Acronyms.

Notation Meaning
PUF Physical Unclonable Functions
UAVs Unmanned Aerial Vehicles
OECD Organization for Economic Co-operation and Development
DMFBs Digital Microfluidic Biochips
RFID Radio Frequency Identification
SCoT Supply Chain of Things
ASC Agri-Food Products Supply Chain
EIA Energy Information Administration
OPEC Organization of the Petroleum Exporting Countries
DLT Distributed Ledger Technology
API Application Programming Interface
PoC Proof of Concept
IDG International Data Group
RPA Robotic Process Automation
NLP Natural Language Processing
SVM Support Vector Machines
ACID Anomalous Container Itinerary Detection
CSM Container System Messages
GPRS General Packet Radio Service
GIS Geographic Information System
SSD Solid State Drive
CRD Challenge-Response Data
SRAM Static Random Access Memory
CRP Challenge-Response Pairs
IC Integrated Circuit
DOS Denial of Service

IV. SECURITY CRITICAL APPLICATION AREAS OF THE
SUPPLY CHAIN

A. Pharmaceutical Industry

Pharmaceutical products form the backbone of any coun-
try’s healthcare system. Pharmaceutical firms are regularly
confronted with diverse security threats such as cargo theft,
counterfeiting, illegal diversion, and adulteration, all of which
can serve as an obstacle to a competent health care system and
consequently increase the risk to patient’s safety substantially
[41]. The main security challenges faced by pharmaceutical
supply chains are discussed below:

1) Counterfeiting: Drugs that are fraudulently manufac-
tured or mislabelled in a way that they appear to the
customers as legitimate drugs are called counterfeit drugs.
The troubling aspect of such fake medicines is that they
may contain the incorrect active ingredient, the incorrect
quantity of the correct active ingredient, or, in some cases,
may not contain any active ingredient at all. This may
pose serious threats to the patient’s well-being and, in
some cases, may even be fatal.

2) Illegal Diversion: Drug diversion is the act of defrauding
official supply channels to redirect medicines intended
for a specific group of consumers to unregulated envi-
ronments, such as gray markets, where some other group
may illegally purchase them [42]. To do this, perpetrators
take advantage of places where the medicines leave the
documented chain of custody. Once this chain of custody
is compromised, i.e., once a drug leaves its responsible
distribution channel, there is no way to guarantee its
fitness [43]. The most common example of drug diversion
is when a drug approved for sale in a particular country
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is diverted to other countries where it might not be
registered.

3) Cargo Theft: Besides illegal diversion and counterfeit-
ing, pharmaceutical supply chains also face the risk of
cargo thefts. In many countries, particularly low-income
countries, poor roads, slow transit times, and lack of cargo
security allows perpetrators to steal drugs very early in the
supply chain. The primary issue with such thefts is that
some of the stolen drugs are reintroduced back into the
legitimate supply chain [43]. The stolen batch of drugs
might not be stored, refrigerated, or distributed correctly,
thereby compromising their adequacy. Therefore, when
such drugs are laundered back into the supply chain,
consumers may unknowingly receive ineffective drugs,
which can have serious health implications.

Given the high level of interdependence between the par-
ticipants of a pharmaceutical supply chain, any problem en-
countered by one participant has the potential to disrupt the
entire supply chain. Supply chain disruptions can further have
dire implications for pharmaceutical companies. They may
lead to (i) a significant dip in revenue of the pharmaceutical
firm affected, (ii) depreciated stock prices, (iii) customer
dissatisfaction, (iv) more stringent regulatory inspections, and
most importantly (v) compromised patient safety [44].

B. Agri-food Supply Chain

The movement of food from the farm to the end consumer
through various intermediaries, such as the distributor, the
wholesaler, and the retailer, forms the complete agri-food
supply chain (ASC). The modern food production and supply
system transcends regional borders and has now become a
transnational economic operation.

Owing to the health risks that malignant food products
carry, food quality and safety have gained significant attention
in recent years. Apart from being a performance measure
of its own, food quality is directly linked to other food
characteristics such as integrity, safety, and shelf life [45].
Several attributes of the agri-food supply chain, such as storage
conditions and transportation facilities, have a major impact on
the food products reaching the end-user.

Therefore, the ASC, like the pharmaceutical supply chain,
requires more stringent safety measures as compared to the
other supply chains to ensure product safety [46].

Supply chain management is responsible for the efficient
movement of products and services from the suppliers to the
end-user. Supply chain risks tend to impact this process and
interrupt the flow of materials as planned. These risks may,
or may not, interrupt shipments, trigger delays, or harm the
goods in any way [47]. The ASC risks have been perceived
as the epicenter of the majority of food problems worldwide.
The two kinds of risks that an ASC faces are as follows:

1) Internal risks in normal operations, such as excess inven-
tory, late delivery, inaccurate predictions, human error,
minor accidents, and IT system failures.

2) External risks resulting from situations beyond the man-
agement’s control, such as earthquakes, hurricanes, labor

disputes, wars, attacks from pirates or terrorists, epi-
demics, unusual rise in prices, problems with trading
partners, raw materials’ shortage.

ASC risks have the potential to influence the safe operations
of the whole supply chain. If the ASC risks can be detected
in advance, then adequate steps to mitigate the latent risks
of the supply chain can be taken to avoid accidents before
they occur. To this end, it is essential to set up an early
warning system for food supplies that enhances the standard
of food safety measures and limits the risks that food supply
chains face. Such an early warning report system can offer
vital information for the management of food supply chain
risks. Adopting an effective approach to issue early warnings
for risk management in the ASC can also help examine the
risk factors associated with the chain [47].

An issue in any part of the food chain has the potential to
affect the entire food chain; therefore, it is necessary to ensure
the proper functioning of each part of the chain. This will limit
problems in a specific stage of the chain from flowing into the
next link and consequently help eliminate the danger as much
as possible at the embryonic stage.

C. Software Supply Chain

A software supply chain extends the notion of a traditional
supply chain to software and systems distribution. Although
the fundamental business reasoning and significance of adopt-
ing a supply chain model remains the same as that for a
traditional supply chain, a few differences exist among the
two, which are as follows:

Resources Required for Production: The production pro-
cess is an essential step in the supply chain; without produc-
tion, there is no product to supply. In traditional industries,
the supply chain typically begins with the raw materials
used for production and continues with supplier management,
distribution, and more. However, in software supply chains, it
can be challenging to determine the exact resources needed
since a tangible product or service is not being delivered [48].

Distribution: Certain distribution problems are specific to
the software supply chain such as (i) the means to distribute the
software to the end-user, (ii) software packaging and pricing,
(iii) managing open source components, (iv) addressing the
changing needs of customers.

Risks: In addition to risks like counterfeiting, delayed
deliveries, individual mistakes, as well as other internal and
external risks that traditional supply chains face, a software
supply chain has an added risk of incorrect or incomplete code,
which makes the chain vulnerable to attacks by malicious
entities [5].

End Point: Unlike most tangible products or services,
the software supply chain does not end at the point of
sale. There might still be a need for maintenance, issuing
software updates, releasing new versions, or collecting data.
The software supply chain management also needs to ensure
that the customer is paying the ongoing subscription fees and
using the software in a way that complies with the licensing
agreement [48].



7

D. Spare Parts Supply Chain

The spare parts supply chain plays an integral role in
preserving the machines’ operational capabilities; therefore,
the shortage of spare parts can have a detrimental impact on
various industries. The methods and procedures for managing
the supply chain and inventories of spare components are quite
different from those for standard goods or services. Spare
parts are often associated with high costs, and unlike finished
goods, their demand is extremely volatile [49]. The sporadic
demand for spare parts makes their demand forecasting a real
challenge. Furthermore, the high price of replacement parts
often motivates malicious entities to counterfeit these parts for
their financial gain. These counterfeit components can pose
a severe risk to industries where the working of equipment
has a zero margin for error, such as the defense industry,
aerospace industry, and the automobile industry. The authors
of [50] and [51] show how pirated parts - whether mechanical,
electronic, or otherwise - enter the aerospace and defense
supply chains and can jeopardize the quality, reliability, and
security of aerospace and defense products. Authentic parts
have known production histories and conform to the quality
control policies set by the manufacturers, while fake parts are
unreliable and have minimal quality controls. The possible
repercussions of counterfeit spare parts include equipment
malfunction, maintenance issues, lost revenue, ex-filtration of
electronic data, and risking national security. In aerospace
systems, the implications of counterfeit spare parts include
the potential loss of whole structures such as satellites and
aircraft.

E. Retail Industry

The retail industry is one of the busiest industries in
the world. Retail organizations need to continually innovate
their products and shift retail formats to meet the changing
consumer needs. Retail organizations are further constrained
by their need to take into account the price and quality of
their products while ensuring faster deliveries. To this end, the
retail supply chain plays a vital role in any retail enterprise’s
development by helping it create new products and services,
improve its productivity, and compete with other organizations.
However, for the efficient functioning of the chain, these
enterprises need to allow their suppliers & associates access
to their systems and certain sensitive information. This can
render organizations vulnerable to certain risks, such as misuse
of data and lack of organizational privacy [52]. Furthermore,
since most retail networks lack a sufficient number of distribu-
tion centers, many of today’s retail supply chains are cracking
under the strain of handling the increasing demand for speed
and convenience in a cost-effective manner. Therefore, it has
become essential for the retailers to closely monitor the supply
chain to ensure that the products being delivered are:

a) free from any defects to minimize customer dissatisfaction
[53],

b) accurately labeled and branded to limit processing errors,
c) adequately cataloged in a secure database to facilitate

adequate data analysis,

d) tracked properly to reduce the possibility of theft and
forgery, and

e) always on the move to maintain a low cycle time [53].

F. Oil & Gas Industry

The oil and gas industry continues to have a tremendous
influence in global economics and politics, particularly in
regards to the employment levels, with the US oil and gas
industry supporting at least 10 million workers alone. The US
Energy Information Administration (EIA) forecasts that OPEC
crude oil production will average 29.2 million barrels per day
from April 2020 to December 2020 [54]. This corresponds to
a net total of around 10.6 billion barrels per year, a rise of
about 41% from 7.5 billion barrels consumed in 2018 [54].
Therefore, the various risks facing the oil supply chain cannot
be overlooked. The risks facing the oil and gas supply chain
can broadly be classified into:

i) Physical risks: Physical threats, such as terrorist attacks
on the oil infrastructure, piracy attacks on the vessels
carrying oil, and theft from storage warehouses, are the
most obvious types of danger to the oil supply chain.

ii) Operational risks: Mismanagement in any step of an oil
supply chain can severely impact the whole supply chain,
and in many cases, it can lead to environmental disasters
causing heavy loss of human lives.

iii) Cybersecurity risks: In today’s world, apart from phys-
ical threats, supply chains also face the risk of cyberat-
tacks. These risks emerge because supply chains rely on a
range of software and hardware, as well as data collection
instruments. Such dependencies open new doors for those
who want to manipulate supply chains and get sensitive
information.

G. Gold Industry

Gold supply chains are particularly complex, making them
prone to a variety of challenges, some of which are mentioned
below:
1. Counterfeiting: Trade of counterfeit gold bars and jewelry

has been growing at a tremendous rate. A recent Reuters
survey of senior executives at numerous gold refineries
uncovered the forgery crisis faced by the world’s gold
industry. According to the respondents, the quality of
forged gold bars has risen considerably in the last few years,
making it harder even for the industry experts to distinguish
counterfeit gold bars from real ones [55].

2. Lack of transparency: It is essential to have a reliable
tracking system in the gold supply chains to monitor gold
from the time it is extracted from its ore to the time
it is delivered to the end-consumer. However, the lack
of transparency in the traditional supply chain’s tracking
system jeopardizes the efficient operation of the gold
supply chain. Each participant in the supply chain may
know and trust his/her immediate supplier, but the same
cannot be said for the supplier’s partners. Furthermore,
most participants in the supply chain do not have detailed
knowledge about the raw material’s origin and cannot
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determine whether the gold has been mined responsibly.
This lack of transparency breeds distrust among the supply
chain participants, particularly the consumers, which might
deter them from buying the end product.

3. Smuggling: The smuggling of gold products occurs via
the international flow of containers used to transport le-
gitimate gold products. The illegal trade of gold has a
significant impact on not only the end consumers but also
on other participants in the supply chain. Firstly, smug-
gling compromises the reputation of the executives that
are responsible for managing the supply chain. Secondly,
the high cost of gold products makes their smuggling
an attractive prospect for criminals looking to launder
their money. Lastly, smuggling begets instability in the
local economy, thereby inhibiting business opportunities
of legitimate corporations. According to a recent Reuters
article, an increasing number of gold bars branded illicitly
with the logos of well-known Swiss refineries are making
their way into the global market in an attempt to launder
forged gold. In the last few years alone, Switzerland’s top
four gold refineries have identified 50 million US dollars
worth of fraudulently branded gold bars [55].

The current state of the gold industry has made the task
of securing gold supply chains an essential task to minimize
fraud and scams. To this end, blockchain poses to be a
promising solution. With the exponential rise of blockchain
2.0, blockchain has become more than just a platform for
cryptocurrency. Blockchain can be used to monitor both digital
and physical goods throughout the chain, as long as all chain-
of-custody members have links to a blockchain platform. In the
case of gold, blockchain can help in monitoring all the entities
from the mine to the factory-to the metal manufacturer-to the
dealer-to the seller, and finally to the consumer.

V. IMPROVEMENTS AND ENHANCEMENTS REQUIRED IN
THE MODERN SUPPLY CHAIN

As discussed in section I, the modern supply chain differs
significantly from the more traditional supply chain. In this
section, we discuss the key technologies that have made
the supply chain more efficient and are further expected to
transform the shape of supply chain practices (refer to table
III).

1. Supply Chain Digitalization: Supply chain digitalization
refers to the use of modern technological advances to
make the logistics processes more dynamic, fast, and
resilient. The digitalization of the supply chain optimizes
the supply chain by making it (i) faster, (ii) more flexible,
(iii) more granular, (iv) more accurate, and (v) more
efficient [74]. According to the MHI annual report, 80
percent of supply and manufacturing industry leaders
expect digitalization of the supply chain to be standard in
five years [75]. However, merely adding the modern tech-
nologies and features to the current supply chain model
is not sufficient. Fundamental redesign of the supply
chain strategies is required to leverage the real features
of digitalization. IoT is the most effective technology
for the digitalization of the supply chain. IoT can aid

supply chain digitalization by enabling the inventories
to automatically request for fresh stocks based on the
current demand, previous data analysis, and pending stock
without human involvement [76].

2. Circular Supply Chain: The traditional supply chain is
linear in nature, i.e., the goods are transferred from the
manufacturer to the end-user and then finally discarded.
However, the circular economy is being acknowledged
as a better alternative to the prevailing linear economic
model. In recent times, the demand for sustainably pro-
duced goods has increased, and recycling & reuse of
discarded products have become hot topics. The circular
supply chain integrates the philosophy of the circular
economy into supply chain management, thereby offering
a new and compelling aspect to the supply chain sustain-
ability domain [77].

3. Wearables: Wearables refer to devices worn on the body
that are connected to an internet source and can be used to
enhance communication to and from the users. Wearables
range from smart glasses like Google Glasses, smart-
watches like Apple Watch & Fitbit to personal sensors.
In addition to improving the operational efficiencies of
the modern supply chain, wearable technology provides
several advantages for the supply chain:

i) Wearables can allow workers to perform critical
supply chain tasks without the need for taking up
space or additional resources.

ii) Wearables like smart glasses and voice command
devices have the potential to facilitate enhanced
communication across the chain. Improved commu-
nication can subsequently lead to a significant rise
in productivity.

iii) Wearables such as fitness trackers and smartwatches
can monitor employees’ health and stress levels via
various embedded sensors.

iv) Wearables enabled with GPS technology can easily
locate employees and prevent them from entering a
restricted zone [78].

v) Warehouse managers can use wearables to capture
stock information quickly and accurately, and to
keep track of the products produced, transported, and
delivered.

4. Cloud Computing: Traditional supply chain manage-
ment systems are much more transactional and cannot
offer the efficiency and accuracy of cloud management
solutions. Therefore, most of the large-scale businesses
are adopting the use of cloud computing in the supply
chain processes. Integrating cloud computing features in
the traditional supply chain systems not only allows or-
ganizations to accurately track the manufactured products
throughout their lifecycle but also ensures rapid scalabil-
ity and improved security while being cost-effective.

5. Big Data Analytics: Big supply chain analytics uses data
and quantitative tools to improve decision making for all
supply chain operations [79]. The vast scale deployment
of connected devices such as trucks, Radio Frequency
Identification (RFID) readers, mobile devices, webcams,
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TABLE III: Techniques and Technologies enhancing the modern supply chain.

Overview Benefits Security Implications
Supply Chain
Digitalization

[56]–[58]

A fundamental redesign of supply
chain processes using modern tech-
nologies such as IoT.

The digitalization of the
supply chain increases accu-
racy, agility, and efficiency.

Addition of several unse-
cured devices, Single point
of failure

Circular Supply
Chain [59]–[61]

An amalgamation of supply chain
management with the concept of the
circular economy.

Boosts economic growth by
creating more jobs while en-
suring greater sustainability.

Management policy failures
may have dire financial and
security consequences.

Wearables
[62]–[64]

Communication enhancing devices
that are worn on the body and
connected to the internet. Examples
include smart glasses, smartwatches,
and fitness trackers.

Besides enabling enhanced
communication, wearables
can augment the safety of
the users while also increas-
ing their productivity.

The lack of clear regulatory
policies and in-built security
features renders wearables
susceptible to malicious at-
tacks.

Cloud
Computing

[65]–[67]

The integration of cloud management
solutions with supply chain manage-
ment has the potential to revolutionize
supply chain management.

The use of cloud comput-
ing platforms can offer en-
hanced security, efficiency,
and scalability.

Cloud platforms are very of-
ten associated with compli-
ance violations and cyberse-
curity complications.

Big Data
Analytics
[68]–[70]

The use of quantitative tools to mine
information essential for developing
new insights.

Big data analytics yields
better insights that enable
better decision making.

Need for systematic security
audits to minimize the risk
of a data breach.

Social Media
[71]–[73]

By enabling all supply chain partici-
pants to monitor supply chain events
regularly, social media can allow for a
more dynamic supply chain manage-
ment system.

The use of social media in
supply chain management
can offer enhanced visibil-
ity and facilitate improved
communication.

Several cybersecurity chal-
lenges, such as malware at-
tacks, data threats hinder the
use of social media in sup-
ply chains.

and sensor networks generates a considerable volume of
data. With big data analytics, companies can exploit this
data to achieve the attitude, skill set, and technology
required to become a data factory. Furthermore, big data
analytics can help generate new ways to strengthen the
decision-making processes in the supply chain, from im-
proved frontline operations to enhanced policy decisions,
such as the selection of the best operating model for the
supply chain [79].

6. Social Media in Supply Chain: Today, nearly half of the
world’s population is present on one or the other social
media platform. All businesses around the world have
understood the power of social media and embraced its
engagement in the supply chain. In a survey conducted
by IDG Research Services, 57% of the respondents stated
that if given a chance, they are open to the idea of using
social media in their supply chain [80]. The use of social
media can improve supply chain management by en-
hancing visibility, improving communication, increasing
control, and reducing labor & operational costs [73]. The
domino effect of using social media to improve supply
chain management can span across the entire organiza-
tion, which can help in enhancing customer satisfaction
and claiming the highest customer value.

With the advent of technologies such as IoT, blockchain,
drones, and AI, the future supply chain could look entirely
different from the current one. Fig. 3 illustrates one potential
supply chain scenario as envisioned by McKinsey & Company
[74]. The flow of the figure can be better understood by
categorizing the supply chain activities into steps:

1. Advanced Forecasting Techniques - Big data analytics
and advanced forecasting techniques that take into mul-
tiple factors such as weather, special events, and rapidly
changing marketing trends can enable manufacturers and
suppliers to forecast customer demand accurately. In the
future, Amazon plans to roll out a system known as
predictive shipping, wherein products are shipped even
before the customer places an order.

2. Ad Hoc Planning - By enabling ad hoc planning, supply
chain participants can minimize their planning time and
ensure that the products are always on the move. Ad hoc
planning can further enable the participants to adapt to
dynamically changing constraints (for example, real-time
updates on the factory’s production capacity and stock
availability in the warehouse).

3. Advanced Transportation Systems - IoT-enabled vehicles
can facilitate real-time tracking and maintenance of the
products in transit. Furthermore, in the future, autonomous
trucks may become the main mode of shipment owing to
their ability to reduce delivery times and human effort.

4. New Delivery Options - Following the COVID-19 out-
break, drones have shown much promise in their ability to
act as delivery devices [81]. In the future, drone deliveries
may become mainstream allowing customers to choose
from a wide array of delivery options. Drone deliveries,
in particular, can be used for faster deliveries and also to
reach remote places.
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Fig. 3: Future Supply Chain Scenario.

VI. PROVISION OF SECURITY FOR THE SUPPLY CHAIN

The technologies mentioned above, with all their key bene-
fits, have also generated several issues. Such issues at different
levels of the global supply chain render it more vulnerable
to malicious attacks by adversaries for monetary benefit. In
order to maintain a secure supply chain integrated with the
technologies mentioned above, there is a need for proper
security architectures. To this end, in this section, we discuss
a few technologies that have made considerable progress in
ensuring supply chain security. Fig. 4 exhibits the recent works
done in the domain of supply chain security [82]–[140]. Most
of the recent research has centered on the use of three key
technologies to ensure supply chain security:

(i) Blockchain
(ii) Machine Learning (ML)

(iii) Physically Unclonable Functions (PUFs)
The following sections explore ways to integrate these

technologies into the supply chain and discuss the role these
technologies play in securing the supply chain.

VII. SECURITY PROVISIONING USING BLOCKCHAIN

The recent years have seen a tremendous change in the
supply chain ecosystem. Consumers nowadays actively pursue
brands that can assure their product’s authenticity, while other
parties involved in the supply chain are increasingly accentu-
ating the need for responsible sourcing and better visibility to

minimize conflicts [141]. However, the lack of interoperability
and data inconsistency associated with the traditional supply
chains has exacerbated the widely held perception that supply
chains lack transparency and are inherently complex. The
growing complexity of the supply chains and the increasing
involvement of various stakeholders has prompted business
executives and supply chain managers to seek for a technology
that can add new value to the supply chain by overcoming
these inefficiencies [142]. By fostering transparency, scalabil-
ity, and deployment flexibility, blockchain has surfaced as a
strong contender for enabling a trusted technology platform
required for an efficient supply chain model. Blockchain
can facilitate the efficient execution of several supply chain
activities, including contractual bids & agreements, product
traceability, and supplier payments. Blockchain technology
has the potential to become a standardized technology for
use in the supply chain by enhancing supply chain security
measures, reducing time delays, minimizing costs, and in-
creasing transparency. In this section, we discuss the diverse
applications of blockchain technology in supply chain security
and management.

A. Provenance Tracking

Tracking the origin and flow of valuable products such
as electronic equipment, jewelry, artwork, and luxury goods
across a supply chain is known as provenance tracking. In
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Fig. 4: Works in Various Domains.

today’s retail environment, provenance tracking has become
an essential task to build trust among consumers. It enables
stakeholders in the supply chain to authenticate the products
by granting them access to all product-related information.
In recent times, blockchain has emerged as an appropriate
technology to assist reliable provenance tracking by creat-
ing a permanent history of the product from its manufac-
ture to its sale and documenting the transaction every time
the product changes hands. Blockchain-enabled provenance
tracking could drastically reduce human error, added costs,
and time delays associated with the current supply chain
transactions. Blockchain technology can facilitate provenance
tracking through the following steps:

• Whenever a valuable article is produced, a corresponding
digital token substantiating that article’s point of origin
is issued by a responsible party.

• The digital token is transferred parallelly with the phys-
ical item, i.e., the real-world chain of custody is entirely
mirrored by a chain of transactions on the blockchain
[144].

• The token serves as a virtual “certificate of authenticity”,
which is considerably more difficult to exploit than con-
ventional authentication methods.

Walmart’s Food Supply Chain
Walmart has collaborated with IBM since 2016 to implement
a blockchain-based traceability system named “Food Trust
System” in their food supply chains. This system has been

built on top of Hyperledger Fabric, an open-source blockchain
framework housed under The Linux Foundation [145]. The vi-
ability of Walmart and IBM’s joint venture was analyzed using
two proof of concept projects - one involving the pork supply
chain in China and the other involving the mango supply chain
in the US. In China, the blockchain-based ecosystem allowed
Walmart to bring more trust to the supply chain by enabling
supply chain participants to upload certificates of authenticity
to the blockchain. In the case of the mango supply chain in
the US, blockchain reduced the time required for tracking the
origin of mangoes from 7 days to almost 2 seconds.

Recently, following the E. coli bacteria outbreak in the
romaine lettuce, Walmart made it mandatory for all its lettuce
suppliers to be a part of its blockchain-based traceability
program. Although the outbreak transpired in just one region,
all Walmart stores in the US were forced to remove lettuce
from their shelves. This safety measure became a must since
it would have taken Walmart stores as much as a week to trace
the origin of the lettuce available [146]. However, now, with
the Food Trust System in place, all Walmart stores can easily
trace a product’s origin in mere seconds, thereby alleviating
the risk of such issues in the future. Using this system,
Walmart and IBM now trace over 25 products, including
green vegetables such as spinach and lettuce; fruits such as
strawberries and mangoes; dairy products like almond milk
and yogurt; and poultry such as pork and chicken [147].
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Fig. 5: State of Blockchain in the Enterprise (Data Source: Deloitte, 2020) [143].

B. Managing Logistics

Today’s supply chain networks still depend on the trail of
physical documents, which limits the visibility of the prod-
ucts’ shipment status among supply chain participants [148].
Coordination among the manufacturer, suppliers, importers,
distributors, and logistic partners is fundamental to the efficient
management of the supply chain. However, traditional supply
chains lack a common data-sharing platform, which makes it
hard for the supply chain participants to exchange information
[149]. To this end, using a distributed ledger technology
(DLT), such as blockchain, is a highly promising solution.
A shared platform based on the blockchain technology can:

1) Maintain the latest record of the number of assets, such as
containers and trailers available, by tracking their move-
ment between the supply chain nodes;

2) Foster increased visibility and transparency amongst the
supply chain participants by ensuring that all participants
have access to accurate and real-time information;

3) Streamline the logistics operations by enhancing the level
of communication and data-sharing among all supply chain
participants;

4) Optimize logistics costs by eliminating the need for in-
termediaries and eliminating the possibility of fraudulent
transactions;

5) Reduce paperwork delays by automating supply chain
processes;

6) Make supply chains more secure by allowing logistics

companies to monitor the shipping conditions and take
precautionary action against malicious activities such as
cargo theft and counterfeiting.

TradeLens - A Blockchain Initiative by IBM
TradeLens, a joint initiative by IBM and GTD Solution Inc.,
is an open supply chain platform built on top of a blockchain.
TradeLens leverages open source technologies and publicly
available APIs to allow third parties to build and deploy appli-
cations, thereby fostering supply chain innovation. The main
objective of TradeLens is to reduce friction in global trade
by digitizing and automating cross-border supply chain oper-
ations. The use of blockchain architecture allows TradeLens
to enable secure information sharing and collaboration among
supply chain participants, reduce delays, and minimize trade
documentation [150]. Launched in 2018, TradeLens already
has 94 participants, including several ocean carriers, freight
forwarders, custom officers, port operators and government
authorities [148].

C. Automating Contracts & Supplier Payments

Even today, numerous companies rely on manual invoicing
systems that are inherently inefficient in terms of both time and
cost. Additionally, most companies depend on conventional
agreements that require third party involvement and a manual
check of terms & conditions. Smart contracts deployed on
a blockchain network can overcome such inefficiencies by
automating the invoicing process and digitizing the contractual
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agreements. In essence, a smart contract is a software program
that carries all the contractual terms between two or more
parties [148]. A smart contract acts as an independent node
on a blockchain network and functions only according to some
pre-programmed criteria, thereby eliminating any possibility of
fraud, bias, or some other interference [151].

A smart contract deployed over a blockchain-based network
of supply chain participants can enable the enforcement of
payment terms and other predefined conditions [152]. For
instance, smart contracts can initiate payment on the successful
completion of a trade provided that the supplier presents
evidence of the same. Conversely, if the payment is required
to be carried out before the delivery, smart contracts can
withhold delivery until a receipt of the payment is received
and verified. If the delivery or the payment does not meet
the predefined criteria, the smart contract can trigger some
sort of a sanction [146]. Furthermore, smart contracts can also
help in maintaining data consistency across all supply chain
stakeholders and eliminate costly errors. For example, con-
ventional systems might fail to identify a duplicate or slightly
inaccurate invoice sent by a supplier. However, a blockchain-
based contract that maintains all the past transactions and
analyzes all the aspects of the invoice will automatically
discard the duplicate/erroneous invoice.

Smart Contract Application by Adapt Ideations
An Internet of Things (IoT) centered innovation agency known
as Adapt Ideations has recently developed a smart contract
application on top of IBM Hyperledger. The main objective
behind this endeavor is to eliminate costly delays and digitize
all paperwork. As a proof of concept (PoC), Adapt Ideations
drafted a smart contract between four supply chain participants
and deployed it on their blockchain platform. The company’s
IoT sensors provided the blockchain platform real-time up-
dates in regards to temperature and operating time of the
machines being monitored. Any discrepancy in any of the
parameters triggered the smart contract, after which all the
supply chain participants were notified of the issue. Following
the success of its test project, the company is now working on
making the platform more advanced in terms of scalability and
robustness. According to the company’s claims, the company’s
blockchain platform, in tandem with its IoT sensors, has the
potential to automate most of the supply chain operations
[153].

D. Limiting Supply Chain Disruptions

The impact of the recent COVID-19 pandemic has high-
lighted the fragile nature of supply chains. Amid such emer-
gencies, most businesses worldwide find it hard to maintain the
flow of their goods and services. Further aggravated by trade
restrictions, supply chain disruptions caused by such emergen-
cies force a majority of manufacturers to limit, and in some
cases, shut down their production [20]. Subsequently, many
logistic partners are compelled to limit their shipping capacity,
which leads to a shortage of both essential and non-essential
goods [154]. Maintaining robustness, agility, and transparency
in supply chains is essential to limit such disruptions. However,
traditional supply chains tend to lack these characteristics.

The lack of transparency in conventional supply chains limits
manufacturers’ knowledge regarding the challenges faced by
their suppliers or their supplier’s partners. Awareness about
such challenges can empower manufacturers to arrange for
interim solutions to minimize disruptions in the supply chain.
To this end, blockchain technology can play a pivotal role in
transforming the trade networks by making them more secure,
visible and transparent [20]. Permissioned blockchain ledgers,
in particular, can facilitate the secure transfer of knowledge
within the supply chain while ensuring complete anonymity.
Adopting blockchain technology can further enhance supply
chain agility and robustness by a) eliminating the need for
mediators, b) reducing the time required for intermediate
transactions from days to minutes, c) making the supply
chain more streamlined, and d) automating the deployment
of contractual relationships.

LeewayHertz’s Blockchain-enabled Agri-Food Supply
Chain
A blockchain-development startup named LeewayHertz has
proposed a potential blockchain-based solution to overcome
the multiple issues prevalent in the traditional agri-food supply
chain, such as inefficient logistics processes, limited trans-
parency, the threat of illegal diversion and the risk of food-
borne illnesses. Fig. 6 illustrates the startup’s proposed agri-
food supply chain [155].

• Farmers: In the chain, farmers use a mobile app to
store their food crops’ details on the blockchain, which
can be accessed by all stakeholders in the supply chain.
Farmers also upload the pictures of their crops to allow
supply chain stakeholders to evaluate their crops’ quality
using computer vision (CV) techniques. A smart contract
deployed on the blockchain network will further check
the compliance of the crop’s data with pre-programmed
conditions.

• Food Refineries: Upon successful examination, food
processing companies bid for the crops via the smart con-
tract. Once the bid is accepted, the farmers are required
to distribute the crops to food processing companies. Like
the farmers, the food processors also store the information
regarding the refining of crops on the public ledger.
The smart contract deployed on the blockchain network
ensures that food compliance is followed during all the
refining processes.

• Wholesalers: Wholesalers bid for the processed products
through smart contact, following which the food refineries
transport their food products through IoT-enabled vehi-
cles. The IoT sensors embedded in the vehicles enable
the real-time GPS tracking of the vehicles and also en-
sure that sufficient temperature conditions are maintained
inside the vehicles for the safety of food items.

• End Consumers: Details of all the steps involved in the
production of the final food product are digitally linked
to the public blockchain. At each step, these details are
validated by all the supply chain stakeholders to reach a
consensus. Following the validation process, these details
are added to the ledger as an immutable record. An
end-consumer can easily check for the product’s authen-
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Fig. 6: Security of Agri-food Supply Chain using Blockchain.

ticity, its quality standards and its safety. Besides, the
blockchain network can also enable certain government
auditors to perform audit checks on the quality of the
food to ensure that the product is safe.

In the past few years, many startups and established enter-
prises have adopted blockchain-based solutions in their supply
chain, and before long, as experts suggest, blockchain could
become the “supply chain operating system” [156]. However,
it is important to note that a blockchain venture cannot be
adopted unilaterally. A distributed ledger inherently requires
cooperation between multiple parties, whether it is used for
provenance tracking or for automating supplier payments using
smart contracts [146]. Therefore, any organization company
looking to adopt the blockchain technology needs a well-
planned strategy to ensure a smooth collaboration between all
of its supply chain partners.

VIII. HOW IS AI REVOLUTIONIZING THE MODERN-DAY
SUPPLY CHAIN?

In recent times, artificial intelligence (AI), particularly
machine learning (ML), has become a major technology to
enter all the key domains, including logistics and supply
chain. The primary reason for AI’s successful adoption in
the supply chain is attributed to its potential to simplify
complex supply chain processes. As per McKinsey’s estimates,
the use of AI in supply chains can help enterprises gain
an economic benefit of up to 2 trillion US dollars annually

[157]. Furthermore, 63% of the respondents to a recent survey
conducted by the same organization, i.e., McKinsey, report an
increase in revenue from AI adoption in their business units,
particularly in marketing, product development, and supply
chain management [158]. In this section, in addition to the
security-enhancing applications of AI, we discuss the various
ways in which it is revolutionizing supply chain management).

A. Demand Forecasting

Supply chain planning and management are heavily reliant
on proper demand forecasting. Although demand trends of
everyday products such as food remain more or less consistent,
demand uncertainty can be high in lifestyle products such as
clothing and technology. Demand forecasting allows supply
chain managers to plan productive business activities, optimize
inventory levels, estimate potential risks, manage demand ex-
ceptions, and formulate mitigation strategies [160]. However,
the use of inefficient demand forecasting strategies can also
lead to incorrect forecasts that can further translate into signif-
icant financial losses for organizations. For example, in 2001,
Nike’s failed attempt at implementing a demand-forecasting
software in its supply chain resulted in an understock of the in-
demand Air Jordans and an overstock of relatively unpopular
shoes [161]. This fiasco caused a huge financial blow to
Nike, with sales losses amounting to around $100 million.
In recent years, supply chain officials have relied on several
methods, including historical data analysis, live data analysis,
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linear programming, machine learning algorithms, and other
time series analysis methods to enable real-time demand
forecasting. Insights from such models can help enterprises
in accurately determining the supply volume in advance and
developing dynamic operational strategies.

B. Inventory Management

An essential component of supply chain management, in-
ventory management is defined as the process of super-
vising the flow of goods from the manufacturing plant to
the storage facilities and from these facilities to the retail
stores. It is important to note that demand forecasting and
inventory management are closely related. If the supplier fails
to meet the consumers’ demands, the company’s time and
money go to waste while also causing customer dissatisfac-
tion. Alternatively, if the supply is much higher than the
demand, critical resources are exhausted for no additional
profits considering no opportunities are available for selling
the overstock. According to some highly regarded business
consultants, high inventory levels are one of the main issues
that impede the profitability of organizations [162]. Besides,
as interest rates gradually rise, inventory storage costs also
increase [152]. Machine learning (ML) techniques can mitigate
such risks by accurately determining the supply volume in
advance and developing dynamic operational strategies. ML
& data analytics techniques can provide powerful insights that
can help in labor management, automating inventory systems,
optimizing vehicle deployment strategies, and enhancing the
agility of supply chain decision-making.

C. Automating Processes using RPA

Many businesses worldwide spend a considerable amount
of time, money, and human capital on repetitive supply chain

processes [163]. According to a 2017 study conducted by the
Tungsten Network, businesses report that, on average, they
spend about 125 hours every week on insignificant business
activities, such as responding to supplier inquiries and han-
dling international taxes & invoice frauds. This corresponds
to a yearly gross of 6500 hours wasted processing trivial tasks
[164]. To this end, many businesses are employing Robotic
Process Automation (RPA) and other technologies to help
in automating repetitive tasks. Furthermore, the adoption of
machine learning algorithms in RPA has made software robots
more intelligent and flexible. The use of these algorithms
can also help determine the robots’ working strategies and
update them automatically based on the environment. RPA’s
inclusion in Gartner’s top 8 supply chain technology trends
is a testament to its increased adoption in supply chain
management (refer to figure 7).

D. Chatbot for Enhanced Customer Support

Chatbots, also known as conversational agents, are making
strides in enhancing customer support. Chatbots can handle
many trivial tasks efficiently, therefore eliminating the need
for customer support personnel. In recent years, chatbots
powered by ML techniques like Natural Language Processing
(NLP) and voice recognition have redefined the relationship
between logistics providers and customers by tailoring support
to customer needs. According to Accenture estimates, chatbots
have the potential to manage 80% of all customer engagements
[166]. Logistical chatbots can:

i) enable customers to submit delivery requests;
ii) integrate tracking numbers to unique customer IDs to

assist personalized planning and shipment tracking;
iii) manage customers’ orders, including new orders, de-

layed orders, canceled orders, unclaimed order, orders in
progress, and orders for replacement;
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iv) provide an automated approach to managing the company
database by sending real-time updates about each order
and delivery to the database;

v) enable fleet management by maintaining details about
the delivery/supply fleet, for example - the number of
total vehicles, deployed vehicles, available vehicles, out-
of-order vehicles [167].

In a recent Deloitte survey of 2737 company executives,
about 36% of the respondents said that AI played a significant
role in enhancing their relationship with their clients, while
around 42% said that AI made otherwise complex processes
more efficient (refer to fig. 8).

E. SVM for risk analysis

In recent years, the management of supply chains in a
way that secures them against disruptions by anticipating
their occurrence and minimizing their antagonistic effects
has become a hot topic [168]. To this end, the authors of
[169] realize the importance of developing risk analysis tools
aimed at detecting suspicious containerized transports. The
authors propose a Support Vector Machine (SVM) based
framework named Anomalous Container Itinerary Detection
(ACID) to evaluate Container System Messages (CSMs) and
subsequently discover abnormal container shipments. ACID
encompasses a pre-processed module whose function is to
segment the CSMs into container itineraries, post which they
are analyzed to detect any abnormalities. After identifying
the irregular container shipments, customs authorities can be
notified about the suspicious routes for further investigation.

F. Transit monitoring with AI-powered IoT
In recent times, the use of AI in logistics and shipping has

become critical within supply chain management. Technolog-
ical advancements in the telecom industry have made the data
collection processes easier, thus warranting the adoption of
data mining techniques and pattern recognition techniques to
augment existing predictive maintenance strategies. Predictive
maintenance not only helps to reduce labor costs and transport
time but also ensures safe transfer of goods. With a paradigm
shift from product to service-based operations, more and
more industries are realizing the importance of predictive
maintenance.

Technologies like GPS, GPRS, RFID, and GIS are assisting
real-time tracking of shipping vehicles, which is crucial in
monitoring the transit of goods and detecting issues such
as delivery delays. The data obtained from real-time vehicle
tracking can be used for the optimization of predictive mainte-
nance techniques. For example, IoT sensors onboard vehicles
monitor various parameters such as fuel level and temperature,
which allows the concomitant AI models to detect anomalies
and provide real-time updates for avoiding accidents and
addressing other safety threats. Furthermore, insights about
traffic congestion can be obtained using deep learning models
applied to video surveillance. These insights can allow supply
chain managers to save fuel and time by dynamically analyzing
traffic patterns and planning supply routes accordingly.

G. Supplier selection
Sourcing from the right suppliers has become an in-

creasingly important concern for improving the quality of
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decision-making and consequently enhancing supply chain
sustainability. Factors such as the history of the suppliers’
delivery performance, audits, and credit scores act as vital
criteria for selecting the right supplier. In recent times, AI
has emerged as one possible solution for assisting companies’
supplier selection procedure. In particular, machine learning
algorithms based on historical data have enhanced the supplier
selection process by making it more predictive and intelligible
[170]. For example, the authors of [171] propose a novel
object-oriented framework to aid optimal supplier selection in
petroleum supply chains. This model leverages data mining
and neural networks techniques to reduce the time delays,
cost and human errors prevalent in existing selection models.
As per the published results, this model leads yields better
accuracy as compared to several other supplier selection
procedures.

H. Autonomous Vehicles for Secure Shipping

In the present scenario, aside from driving, drivers are
responsible for various miscellaneous activities, including doc-
umentation, inspection of the vehicle, and planning the route.
This leads to a significant wastage of time, money, and hu-
man resource. Furthermore, traffic law violations, operational
errors, or simple carelessness are responsible for the majority
of traffic accidents. To this end, autonomous vehicles have the
potential to make a significant difference due to their ability
to move safely by sensing their environment and making
decisions intelligently with little to no human involvement.
In comparison to human driving, autonomous vehicles have
the following advantages:

i) They can measure the environmental factors quickly and
accurately, making the vehicles’ response time much
shorter.

ii) They can eliminate the issue of the “blind zone” while
driving.

iii) They have the potential to standardize driving behavior.
iv) With autonomous vehicles, situations of driver fatigue and

laziness cease to exist.
For example, autonomous ships have the potential to opti-

mize the global shipping process by lowering fuel consump-
tion and transport costs. According to EU data, human errors
account for over 60% of all shipping accidents at the seas;
therefore, a global network of connected unmanned vessels,
capable of communicating and exchanging data with each
other, has the potential to enhance the navigation process and
thereby reduce the number of accidents at sea. Such unmanned
ships can either be operated remotely like drones (with human
control) or self-drive autonomously like driverless cars (with
AI and no human intervention).

IX. PUF FOR SUPPLY CHAIN

In recent years, the growing popularity and economic im-
portance of electronic devices have provided criminals with
an added impetus to sell counterfeit electronic devices [172].
Most of the online retail platforms and the physical retail stores
around the world are flooded with counterfeit SSDs, laptops,
music players, phones, and much more [122]. Counterfeiters
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Fig. 9: Threat Model for a Counterfeit Flash Chip.

can surreptitiously introduce such counterfeit devices into the
supply chain or sell them directly to consumers resulting in
the delivery of inferior & non-functioning devices to the end-
users, which consequently builds a feeling of discontent among
them.

To understand how counterfeit products are injected into the
supply chain, let us consider an example of a counterfeit flash
chip given by the authors of [122] (refer to fig. 9). The figure
shows that even though the manufacturer produces genuine
flash chips, the customer, in this case, the system integrator,
ends up buying a counterfeit one. This is because a malicious
intermediary injects an artificial chip into the supply chain,
thereby compromising it.

In recent years, the trade of counterfeit goods has risen
considerably (refer to section I-A). Much effort is being made
in academia and industry to develop effective mechanisms
to solve the issue of counterfeiting in supply chains. Physi-
cal/physically unclonable function, commonly referred to as
PUF, has been identified as a useful anti-counterfeiting tech-
nology. PUFs are security primitive physical devices initially
introduced by an MIT graduate student as part of his doctoral
thesis [173]. They are capable of producing a hardware-based
digital signature that serves as a unique identifier for each
device [123]. By design, PUFs are almost impossible to forge,
even by the manufacturer. Therefore, PUFs provide a high
level of security to any physical structure within which they
are implemented [174]. In recent times, several researchers
have leveraged PUFs in a variety of fields. For example, the
authors of [133] have proposed a PUF-based authentication
scheme for added security in IoT-enabled healthcare systems.
The authors of [134] have used a doubtle PUF mechanism
for physical security of Unmanned Aerial Vehicles (UAVs).
In coming times, PUFs are slated to become a foundational
element of supply chain security systems owing to their ability
to provide a unique authentication mechanism [175]. In this
section, we thoroughly dissect the ways in which PUFs can
help to detect and, consequently, deter forgery.

A. Entity-authentication using PUFs

Over the years, PUF has been extensively studied as a
technique for authenticating devices and entities [124]–[132].
Almost all authentication protocols are typically composed of
two stages:
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1) The Enrolment Stage: Before the registration of a new
entity, the unique challenge-response data (CRD) from the
entity’s PUF is gathered by a trusted party, which then
stores it in a database along with the ID of the entity itself.

2) The Verification Stage: In this stage, the trusted party
receives the ID of the entity to be authenticated, fol-
lowing which it retrieves the corresponding CRD from
the database. A challenge corresponding to the randomly
selected challenge-response pair is then sent to the entity.
Finally, the entity uses its PUF to calculate the response to
be sent back to the trusted party. The entity is considered
to be authentic only if the response sent by it matches the
one that is stored in the database; else, the authentication
fails [123].

One such example of a device authentication scheme can
be found in [135]. This paper introduces a simple anti-
counterfeiting mechanism using static random-access memory
(SRAM) PUFs. The authors have built on existing test method-
ologies to propose the amalgamation of their mechanism into
the manufacturing environment. The primary advantage of
their mechanism is that it eliminates the need for maintaining
an online database while also removing the need for online
authentication. Furthermore, according to the authors, their
mechanism can be implemented at almost no additional cost
within SRAM-embedded devices.

Another example of a PUF-based entity-authentication
scheme is presented in [136]. Unlike most of the existing work
in the direction of PUF-based entity authentication, the model
presented in this paper does not endeavor to build a new chal-
lenge/response PUF circuit. Instead, the proposed approach
attempts to limit the availability of challenge/response pair
(CRP) material by employing the use of a “server-managed
challenge/response pair (CRP).” Essentially, the motive of
the authors is to develop a scheme wherein adversaries with
advanced machine learning capabilities cannot acquire new
CRPs without the consent of the server. To achieve this, the
authors introduce a lockdown protocol within their PUF-based
lightweight authentication scheme. The lockdown protocol
puts an upper limit on any adversary’s capability in terms of
the CRP content accessible. As per the authors’ claims, this
scheme is compatible with nearly all the PUFs.

B. PUF-enabled “Unclonable” RFID ICs

Radio-frequency identification (RFID) is a technology that
uses radio waves to automatically capture information stored
on a tag attached to an object. RFID technology can enable
supply chain managers to uniquely identify distinct physical
products and track their movement while also serving as a
potential anti-counterfeiting mechanism. Unlike most other
measures against counterfeiting such as tamper-evident seals,
holograms, or special printing, RFID does not slow down
the supply chain throughput as it does not require any man-
ual intervention. Besides, RFID ICs can effectively integrate
themselves into any automated system while leveraging the
economies of scale and cost reduction curves associated with
the manufacture of electronic components [137]. However,
even though RFID is an ideal technology to interact with
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Fig. 10: The overview of the PUF-based RFID authentication
procedure [137].

surrounding objects, it has certain limitations in its use as
an effective measure against counterfeiting. Some of these
limitations are mentioned below:

(i) Spoofing: It is defined as the process of acquiring tag
data from legitimate sources using malicious means and
transmitting it to a reader [176].

(ii) Cloning: A highly motivated malicious entity can readily
generate duplicate RFID tags indistinguishable from the
original ones. This is done by copying the original
tag’s contents and reverse engineering all its properties,
including its secret keys [177].

(iii) Other Security Threats: Other possible threats to
the security of simple RFID ICs include sniff-
ing/eavesdropping, unauthorized tracking, man-in-the-
middle attacks, and denial-of-service (DOS) attacks.

To overcome these limitations and optimize RFID’s anti-
counterfeiting capabilities, there is a need for secure and
cost-effective technology. To this end, the authors of [114],
[137] and [138], [139], [178] have proposed the incorporation
of PUFs into the RFID ecosystem. PUFs provide a secure,
robust, and low-cost mechanism to authenticate silicon chips
by exploiting the inherent variations in the integrated circuit
(IC) manufacturing process. This makes PUFs a highly lucra-
tive option for secure authentication of RFID ICs. According
to the authors of [137], PUF-enabled RFID chips would
have their unique secrets, which would be (i) impossible to
control before the chip’s manufacture, and (ii) impossible
to clone or replicate from one chip to another. Figure 10
demonstrates their model’s PUF based authentication process
for anti-counterfeiting. Following comprehensive testing of
their model, the authors have asserted that PUFs can securely
authenticate RFIDs with limited overhead.

C. IC Traceability based on Blockchain and PUFs

To alleviate the risk of circulation of counterfeit electronic
devices and to maintain the integrity of the supply chain, it is
essential to develop efficient traceability solutions that enable
customers to trace the origin of a device. To this end, the
authors of [140] have proposed a novel IC traceability scheme
that leverages the use of blockchain pegged to an embedded
PUF. In their scheme, a blockchain-based database is used to
record and maintain all the details concerning the transfer of
ownership. The inherent immutability feature of blockchain
ensures that no malicious party can modify or dispute the
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authenticity of the recorded information. Considering that a
transaction record is not sufficient to verify an IC’s origin, the
authors have employed a PUF to securely bind an IC’s identity
to the record stored in a blockchain database. The proposed
approach also involves the development and deployment of an
ethereum smart contract to automate hardware and software
protocols by enabling all supply chain participants to authen-
ticate, monitor, and provision chips throughout their life-cycle.
While the authors focus on the security of an IC supply chain,
it is important to note that this model can be extended to any
electronic device supply chain.

X. DISCUSSION, OPEN ISSUES AND RESEARCH
OPPORTUNITIES

A. Discussion

The advent of new and emerging technologies such as
IoT, cloud computing, 5G, blockchain, and AI has piqued
the interest of academia and industry alike. In recent times,
much research has been conducted around the world to adapt
these technologies in different domains and to evolve these
technologies further. This section presents a brief discussion
on some of the points that need to be addressed when opting
for these technologies:

• While these emerging technologies have tremendous po-
tential on their own, they must be used in tandem with
one another to be termed as completely transformative.
For example, the existing and emerging IoT applications
will be extensively benefited by the arrival of low-latency
5G networks. Similarly, AI with IoT or AIoT (Artificial
Intelligence of Things), gives a whole new dimension to
existing IoT devices. This coupling gives existing IoT
devices an added capability to analyze data and act on it
without human involvement [179], [180]. The association
between such technologies can have an enormous impact
in various domains like healthcare [181], retail, intelligent
transportation systems [182], etc. However, to facilitate
the efficient development of such associations, there is
a need for dependable performance & interoperability
standards [183].

• While looking at IoT and AI-based systems for supply
chains, it is imperative to ensure efficient resource allo-
cation and secure data transmission between the systems
at the edge and the cloud [184]. Exposure of confidential
data to malicious parties can give rise to network intrusion
problems, which can lead to huge financial losses for the
organizations [185]. Consequently, it is vital for orga-
nizations to ensure stringent data transmission protocols
[186].

• Most machine learning applications face a tradeoff be-
tween learning cost and performance. For example, com-
plex neural network models require higher computational
capacity and are therefore costlier than simple regression
or classification models but often provide much better
results. These applications also face a tradeoff between la-
tency and performance, with weak learners having lower
latency when compared to strong learners but suffering
in terms of accuracy [187]. To this end, people in charge

of developing and implementing such applications have
to decide whether they want their data to be sent to the
cloud directly (better results) or to be processed at the
edge itself (lower latency) [188].

• Another critical discussion regarding supply chains is
the subjective requirement of each industry. Some supply
networks like agri-food supply chains are more concerned
with the delivery time associated with the products in
question. However, for other chains like electronic supply
chains, a more reliably driven supply chain trumps the
latency needs. In the quest for a specific feature/attribute,
organizations often have to compromise on other features.
Therefore, organizations should have a clear understand-
ing of the industry requirements while making such a
decision.

B. Issues & Challenges

This section addresses the performance & safety concerns
in the adoption of blockchain, machine learning, and PUFs
that are yet to be resolved.
1. Blockchain

While the adoption of blockchain in supply chain manage-
ment can prove beneficial, its implementation is plagued by
several challenges, a few of which are mentioned below:

(i) Blockchain implementation in the supply chains re-
quires a complete overhaul of the existing architec-
ture.

(ii) There is a vast disparity between blockchain’s current
capabilities and the capabilities that supply chains
need.

(iii) Although the tamper-proof feature of blockchain
makes it resistant to unauthorized changes, it also
makes it impossible to update or delete an incorrect
record. This unavoidably leads to the collection of a
lot of garbage data, which significantly impedes the
application’s overall performance.

(iv) In comparison to traditional databases, blockchain
applications require more storage capacity since
they need to record every transaction. Furthermore,
the current consensus algorithms used by most
blockchain platforms require high computational re-
sources, which can add considerable overhead to the
supply chain.

2. Artificial Intelligence
The success of an AI solution, particularly a machine
learning solution, depends significantly on the quality of
data and the choice of the machine learning algorithm. The
lack of access to useful data may lead to incomprehensible
or incorrect results. Similarly, the selection of an unsuitable
algorithm may also lead to inaccurate results.
The ethics and explainability of the complex AI approach
is another significant concern that organizations need to
take into account. Until now, several neural networks and
other prediction models have been black boxes. There has
been little transparency and accountability in terms of train-
ing data used, hyperparameters set, optimization functions
deployed, among others. Moving forward, organizations
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should practice and encourage the use of explainable and
responsible AI.

3. PUFs
The effectiveness of monitoring products in supply chains
by the use of PUFs depends solely on the ease with which
a malicious entity can counterfeit objects without affecting
the PUF itself. The entire counterfeit detection process can
be undermined if an adversary is capable of extracting
a PUF from an object and installing it within another.
Therefore, the supply chain managers have an additional
burden to investigate the feasibility of embedding PUFs
within products in a manner that preserves their properties.
Other significant concerns associated with the use of PUFs
are the lack of reliability and security. PUFs are sensitive to
aging and many operating conditions such as temperature
and power supply noise [189]. Besides, the vulnerability
of PUFs to modeling attacks renders them prone to several
security challenges [190]. To this end, there is a need to
overcome the reliability and security pitfalls of PUFs in a
cost-efficient manner.

C. Research Opportunities

• The existing research on logistics and distribution is
limited to goods that have a short-term life, such as
cosmetics, electronic goods, and pharmaceuticals. In the
future, research works in the domain of supply chain
management might cover city logistics, emergency logis-
tics, and agri-food supply chain.

• The lack of annotated data of admissible quality is a
problem for several machine learning applications. To
this end, data augmentation techniques, transfer learning,
and domain adaptation are some fields within AI that the
community should aim at in the near future.

• Supply chain security is a vast domain, and with the
adoption of IoT, cloud computing, AI, and other emerging
technologies, it has become even more complicated. To
this end, there is a need for a thorough reference model
for future security developments, so that innovations in
supply chain security applications can be easily identified,
exchanged, analyzed, and exported.

• Data analysis in near real-time is vital for the successful
deployment of machine learning applications in the sup-
ply chain domain. This gives rise to the need for advanced
ML algorithms to analyze the data at the edge itself. It
is also important to note that these techniques should
take into account data confidentiality and user privacy. In
recent years, a new privacy-preserving machine learning
technique, Federated Learning, has gained much traction.
Instead of collecting and sending the entire data to the
cloud, federated learning allows users to collaboratively
train a model by only sending weight updates to a server
[191]. The use of federated learning in supply chain
applications needs to be explored in the future.

• The rapid increase in the global population has brought
several issues to the forefront: environmental pollution,
water shortages, ecological damage, and global warming.
To this end, research in the direction of green logistics

and circular supply chain is much needed. Besides re-
manufacturing and reverse logistics, the development of
green economic policies for lower carbon emissions can
also become a critical field for research.

XI. CONCLUSION

As supply chain leaders continue their digital transformation
journey, modern technologies are expected to become an
inherent part of the day to day businesses, accelerating the way
towards automated, proactive, predictive, and personalized
future for logistics. By reviewing and analyzing the recent
works in the direction of supply chain management, this paper
contributes to a better understanding of the present scenario
of supply chain planning & management. In particular, this
paper addresses the various challenges and security issues in
the way of efficient supply chain management, the security-
critical application areas of the supply chain, as well as the
various state of the art technologies that have the potential
to revolutionize several supply chain processes. Furthermore,
this paper also discusses existing and upcoming solutions to
the supply chain security issues arising from the adoption of
the techniques mentioned above. These solutions include -
blockchain, AI, and PUFs.
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